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Information Security and 
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Assessment 



 

 
This section applies to all applicants, except those applying to only access the Green Deal Central Charging Database.

Once you have completed your response, please upload the completed form, along with the required supporting material into the REC Portal.
To upload files into the REC Portal, please navigate to Party Operations, then Performance Assurance, and click ‘Your Files’. As you will have
multiple files to upload, please zip your files relating to this application, naming each file with the reference number relating to the question
below where relevant.
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REC   Title

# Item to be assessed Your Response

1.1 Please specify the architecture
of
your in-scope systems.



 

# Item to be assessed Your Response

1.2 Are you making use of any 
subcontractors, third parties or 
service providers to provide 
the operation of the service or 
develop and manage any of 
the technical solution?

1.2.1 Please provide a list of all 
subcontractors, third parties or 
service providers, including 
what activity they are 
performing.



 

# Item to be assessed Your Response

1.3 How will you be accessing the 
data for the REC Service you 
have requested?

1.4 How do you ensure that you 
have identified and 
appropriately assessed all 
information security and data 
protection risks relating to your 
business operations?



 

# Item to be assessed Your Response

1.5 What information security 
accreditation do you hold to 
mitigate the applicable risks to 
your organisation?

1.6 How do you ensure that you 
have appropriate risk, security 
and control arrangements in 
place that are reviewed on a 
regular basis?



 

# Item to be assessed Your Response

1.7 How do you ensure there is 
appropriate governance, 
oversight and right tone from 
the top in relation to 
Information Security?

1.8 How has your business taken 
steps to ensure appropriate 
information security and 
control procedures are in 
place?



 

# Item to be assessed Your Response

1.9 How has your business taken 
steps to ensure appropriate 
physical security and 
environmental control 
procedures are in place?

1.10 How has your business taken 
steps to ensure appropriate 
user access security and 
control procedures have been 
developed with respect to your 
service to guard against 
unauthorised logical access to 
data and programs?



 

# Item to be assessed Your Response

1.11 How has your business taken 
steps to ensure that 
credentials used to access 
services are held in a secure 
manner, and any relevant 
secret key material is secured 
throughout its lifecycle.

1.12 What steps has your business 
taken in relation to human 
resource security, such as 
appropriate screening and 
relevant training?



 

# Item to be assessed Your Response

1.13 How does your business 
ensure that any unauthorised 
activity within your relevant 
systems is monitored and if 
detected is appropriately 
prevented and/or rectified?

1.14 How does your business 
monitor and identify any 
vulnerabilities on your relevant 
systems and, if identified, what 
steps are taken to mitigate or 
remediate the vulnerabilities?



 

# Item to be assessed Your Response

1.15 What processes does your 
business have in place in 
relation to incident 
management?

1.16 How do you ensure your data 
is held in a secure manner, 
retained for only the necessary 
time required and deleted 
appropriately?



 

# Item to be assessed Your Response

1.17 How do you ensure data is 
only accessed for the 
purposes for which it is 
required?

1.18 Please provide a completed 
up-to-date and relevant ICO 
checklist.



 

# Item to be assessed Your Response

1.19 Please provide your Data 
Protection Registration 
number and registration.

1.20 Have you reported any data 
breaches to the ICO in the last 
year and what action did you 
take to remedy these?



 

Name

Title

Company

Date

Signature



 
 
 
 

To find out more  please contact:

enquiries@recmanager.co.uk


	1: 
	1: Please provide sufficient information to enable the Code Manager to understand the overall structure of your systems including the type of gateway, routing and validation mechanisms, applicable security systems and applications.Please also include a list of all systems utilised.In-scope systems means any systems used for generating, sending, receiving, storing (including for the purposes of back-up), manipulating or otherwise processing electronic communications, including all hardware, software, firmware and data associated with such activities in relation to the REC Service, which are operate by, or on behalf of, your organisation.
	20: Please provide details of all data breaches you have provided to the ICO, along with any remedial action taken.
	19: Please provide your Data Protection Registration number as registered with the Information Commissioner’s Office.
	18: Please provide a completed up-to-date and relevant ICO checklist?
	17: Please describe your processes to prevent inappropriate use of data, particularly Consumer data relating to your REC obligations.
	16: Provide an overview of your data retention, security and disposal processes, covering the technology relevant to your REC obligations.
	15: Provide an overview of your incident management processes, covering the technology relevant to your REC obligations.
	14: Provide an overview of vulnerability scanning, resolution and patching processes.
	13: Provide an overview of the protective monitoring in place, how you review this information and how you act upon identified security events.
	10: Provide an overview of logical access controls, with reference to REC processes and associated data.
	11: Provide an overview of how you keep keys and secrets confidential, cycle them appropriately and make use of them without risk of disclosure.
	12: Provide an overview of the protective monitoring in place, how you review this information and how you act upon identified security events.
	9: Describe the key physical and environmental controls in place.
	8: Describe how you identify the types of policies and processes required for your business.
	7: Describe your Information Security governance, including the people involved, the information they use to make decisions and the committees or other groups established to make these decisions.
	6: A process demonstrating how information security and data protection risks are kept under review, including items that may include triggers, threat sources and the frequency of reviews.
	5: Please provide any relevant information security or data protection accreditation covering all or elements of your architecture and organisation.
	4: A risk methodology, aligned to a recognised risk framework, detailing how the organisation manages security and data risks which may include organisation’s risk appetite, risk and threat identification processes, risk scoring and treatment criteria and how risks are addressed and governed.A risk register detailing security and data risks identified in respect to the REC requirements, including risk scoring, owners, applicable controls and mitigating actions.Where applicable, risk treatment plans detailing the response to any risks identified.
	3: Please provide details of how you intend to access the data on the relevant REC Service, such as if through the web portal, APIs or report.
	2: 
	1: Please enter details of all subcontractors, third parties and/or service providers that you intend to rely on in operating the service once you have acceded and their role in operating the service.In addition please detail any service providers who are supporting you through the assessment process.
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